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TECHNICAL REQUIREMENTS GUIDE

This technical requirements guide indicates the steps to follow to prepare the user's computer
equipment for access and use of the Electronic Tendering Platform.eLicita from Aena.

The bidder must verify that his equipment is configured according to the requirements specified
below:

- Computer operating system Internet

- browsers

- Antivirus.

- Administrator permissions for reading and writing folders.
- Desktop application.

- Digital Certificates: Foreign Companies. Self-

- Signature Application.

- System Configuration Tool.

And please take into account the specifications indicated below in relation to:

-The files that make up the offer.

1. Operating system of the computer
The bidder must have any Windows or MacOS operating system supported by Microsoft or Mac
OS installed on their computer.

To check your computer's operating system, you can check it by going toHome>Control Panel/System:

Configuracién

@ Acerca de

Especificaciones de Windows

l Edicion

| Version

Instalado el

Com

Expe

del sistema operativo

Copiar

Opciones de configuracién relacionadas

®cay i ; o o | @ Ve e ®:

2. Internet browsers
The browsers required to access the Electronic Tendering PlatformelLicitahena's are the following:
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- Microsoft Edge: since version 40.
To check the version, open Microsoft Edge and click the Help menu > About Microsoft
Edge.

- Google Chrome: since version 79.
To check the version, open Chrome and click on the top right button Google Chrome
Information.

- Firefox: since version 51.
To check your Firefox version, open Firefox and click Help > About Firefox.

3. Digital Certificate

A digital certificate is a set of data that allows the certificate holder to be identified, information to be
exchanged securely with other people and entities, and the electronic signing of the data being sent
so that its integrity and origin can be verified.

The bidder must have a digital certificate installed in the internet browser of his computer in order to
access, submit bids and register applications on the Tender Platform. eLicitaThe currently supported
digital certificates from Certification Authorities (CAs) are:

- FNMT.

- Electronic ID.

- Camerfirma.

- Professional signature.

This Electronic Tendering System uses the @firma platform of the General State Administration to
validate certificates. You can find more information on the @firma Platform (http://
administracionelectronica.gob.es/ctt/verPestanaGeneral.htm?idIniciativa=afirma-.VssvCI9FyyI).

For a complete list of providers accepted by this platform, please refer to the @firma certification
service providers document (http://administracionelectronica.gob.es/PAe/aFirma-Anexo-PSC).

The digital certificates installed in the internet browser of the computer that will be used to sign and
submit the offer must have both the public and private sections.

Any digital certificate accepted by the electronic PlatformeLicitamust always have a natural
person associated with it.

Once the bidder has a valid digital certificate, they must install it using the installation wizard, which is
displayed by double-clicking on the file containing the digital certificate.
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£+ Asistente para importar certificados

Este es el Asistente para importar certificados

Este asistente lo ayuda a copiar certificados, listas de certificados de confianza y listas
de revocacidn de certificados desde su disco a un almacén de certificados.

Un certificado, que lo emite una entidad de certificacion, es una confirmacion de su
identidad y contiene informacion que se usa para proteger datos o para establecer
conexiones de red seguras. Un almacén de certificados es el rea del sistema donde se
guardan los certificados.

Ubicacion del almacén
(®) Usuario actual

(O Equipo local

Para continuar, haga dic en Siguiente.

3.1 Checking the installation of the digital certificate

When the bidder has installed the digital certificate, he must check that it has been configured in the
internet browser so that he can identify himself each time he enters the Tender Platform. eLicitafrom
Aena.

3.1.1 MICROSOFT EDGE: Accessing the certificate store

Access Route:Settings > Privacy, search, and services.

You should look for the sectionSecurityand select Manage Certificates, as shown in the image.
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Configuracion

Q

Buscar en configuracion

Perfiles

g
E

Privacidad, busqueda y servicios

Q
5]

o0 0 X% &Kk Ha

Apariencia

Pagina de inicio, pagina principal
¥y nuevas pestafias

Compartir, copiar y pegar
Cookies y permisos del sitio
Navegador predeterminado
Descargas

Proteccion infantil

Idiomas

Impresoras

Sistema y rendimiento
Restablecer configuracion

Teléfano y otros dispositivos

Administrar la configuracién de seguridad de Microsoft Edge

istrar certificados

Admi P

Administrar configuracion y certificados HTTPS/SSL

SmartScreen de Microsoft Defender

Ayidame a protegerme contra descargas y sitios malintencionados con SmartScr

aplicaciones px

Bloquea las descargas de aplicaciones que no tienen muy buena reputacién y qus

nente no

Active los servicios de seguridad del sitio para obtener mas informacién sobre los sitios que visite

Si permite que Microsoft Edge realice consultas a Microsoft Bing, podré obtener
bloqueo en la barra de direcciones.

Usa DNS seguro para especificar cémo buscar la direccién de red de los sitios web

De forma predeterminada, Microsoft Edge usa tu proveedor de servicios actual. Es posible que los proveedores de DNS altenativos hagan

que algunos sitios no sean accesibles.

o Usar el proveedor de servicios actual

Fs posible que tu proveedor de senvicios actual no proparcione DNS seguro

| Elegir un proveedor de servicios

Selecciona un proveedor de la lista o escribe un proveedor personalizado

3.1.2 GOOGLE CHROME: Access to the certificate store

Access Route: Settings > Privacy & Security.

)

een de Microsoft Defender

e pueden causar comportamientos ines

mas informacion del sitio cuando seleccione el icono de

You must select theSecurity option, as shown in the following image.

Cenfiguracién

2 Google y td

B  autocompletar

&  Comprobacion de seguridad
@ Privacidad y sequridad

@  Aspecio

Q,  Buscador

=1} Navegador predeterminado

o Alabrir

Configuracién avanzada -

Extensiones A
Informacién de Chrome

° Chrome puede protegerte frente a quiebras de seguridad de datos, extensiones
dafiinas y mucho mas

Privacidad y seguridad

=  Borrar datos de navegacidn
G el historial, las cookies, la caché y mucho mas
& Cookies y otros datos de sitios web

Las cookies de terceros estdn bloqueadas en el modo de incégnito

e Seguridad

Navegacion segura (prot

Configuracion de sitios web

3£ Controla lainformacién gue pueden usar y mostrar los sitios web (ublcacion, cam

emergentes y otros)

Aspecto

Tema
Abrir Chrome Web Store

Mostrar &l botén de pagina principal
Inhabilitade

cion frente a sitios web peligrosos) y oiros ajustes de seguridad

Comprobar ahora

ara, ventanas ¥

In the Security options, you must selectManage Certificates.
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&  Googleytd Sin proteccion (no recomendado)
O MNotspotige frente a descargas, ext ttios web peligrosos. Sequiras disfrutando de
B Autocompletar proteccion con la funcién Navegacion disponible, en otros servicios de Google, como
Gmail y la Busqueda
@  Comprobacién de seguridad
Q  Privacidad y sequridad Configuracién avanzada
@  Aspecto Usar DNS sequro
Determina como conectarse a sitios web mediante una conexién sequra
Q,  Buscador
@  Contuproveedor de servicios actual
B} Navegador predeterminado Es posible que no haya un DNS seguro disponible de forma inint
)  Alabrir Q Con Personalizado A4
Conliricion avzida < Introduce un proveedor personalizado
Extensiones ] Gestionar certificados I}
Administra la configuracion y los certificados HTTPS/SSL
Informacién de Chrome
Programa de Proteccion Avanzada de Google
Protege las cuentas personales de Google de cualquier persona que corra el riesgo de sufrir ataques 2]
dirigidos

3.1.3 FIREFOX: Access to the certificate store

Access Route: Options > Privacy & Security > View Certificates

9 Encontrar en Opciones

¥ General
ﬁ Inicio
Q Buscar

a Privacidad &
Seguridad /| Bloquear contenido peligroso y engafioso  Saber mas

Seguridad

Proteccion contra contenido engaiioso y software peligroso

e Sync /| Bloquear descargas peligrosas

/| Advertirle sobre software no deseado y poco usual

Certificados
Cuando un servidor solicite su certificado personal
Seleccionar uno automaticamente
@ Preguntar cada vez
Consultar a los servidores respondedores OCSP para confirmar la Ver certificados...

validez actual de los certificados
& Extensiones y temas Dispositivos de seguridad...

@ Firefox Asistencia
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4. Participation of foreign companies in the electronic platform eLicita Aena

Foreign companies that wish to participate in bidding processes through the Elicita electronic
platform and do not have a valid electronic certificate as reported in the section3. Digital certificate
from this guide, you can do itaccessing through the username and password option.

The steps for this type of access are detailed in the Quick guide for registering bidders on Aena's
elicita electronic bidding platform, specifically in section 1.2.3: Access to Aena's elicita
Electronic Bidding System using a username and password.

5. Antivirus

The bidder may have an antivirus installed to protect their computer equipment. The antivirus
configuration on the computer must not prevent the desktop application from running properly. In
the event of an interruption due to this reason, the bidder must pause the antivirus program to
continue its proper operation.

6. Read and write administrator permissions on folders

The user must have read, write and modify permissions on the folders:

ather Where the file(s) to be attached to the bids are located. In
cither the system's user folder.
cither In the system's temporary folder.

- If you have restricted access to the administrative functions
required to make the changes listed, contact your
 CE—— company's system administrator.

- Insome cases, restrictions prevent the Electronic Tendering

O 0O O Platform from executing some of the required commands.
(Y T

7. Desktop Application

Next, we will explain in detail how to install the application.

7.11Installing desktop application for Windows

The bidder must have the Desktop Application of the Electronic Tendering Platform installed. eLicita
from Aena This application is required to be able to submit your offer.

Aena's electronic tendering systemelLicita.Technical Requirements Guide. 12/23
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The Desktop Application can be downloaded from the Aena Electronic Tendering System home page.
eLicita, which can be accessed via the following URL: https://elicita.aena.es/SLE_Internet

18/09/2024 12:36 (CEST)

aena

Sistema de Licitacidén Electrénica de Aena ELICITA. @ 3% Monulesy roquisitos técnicos

Bienvenido al Sistema de Licitacion Electronica de Aena
ELICITA.

Acceso mediante aplicacion escritorio

« Instalar |z aplicacién para Windows -
B Para Windows

( ' Para MAC
'+ ADNIr aplicacion escrioro ——
Abrir aplicacién

Acceso a través del navegador de Internet

« Instalar |a aplicacién de Autofirma
Instalar

« Acceder al Sistema de Licitacién Electronica Acceder

» Acceder con usuario y contraseiia Acceder

Acceso a consulta publica de licitaciones

= Acceder a la consulta pablica de licitaciones
Accesibilidad | Politica de privacidad | Aviso Legal | Mapa Web | Cookies | Contacto

Once you have downloaded the application, you must follow the steps in the installer.

The user must allow the Desktop Application to run so that any browser can invoke its services to
perform certain operations, such as adding documents to their electronic offering.

Windows protegid su PC

Ejecutar de todas formas

Aena's electronic tendering systemelLicita.Technical Requirements Guide.
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The installer will ask us for the language in which we want to install the application.

Seleccione el idioma a utilizar durante la
instalacion.

Espafiol w7

We'll be asked whether or not we want to create a desktop icon. If we select yes, an icon to open the
application will appear on our desktop.

Seleccione las Tareas Adicionales

{Qué tareas adicionales deben realizarse?

Seleccione las tareas adicionales que desea que se realicen durante la instalacion de
AENA Presentacion de Ofertas y haga clic en Siguiente.

Accesos directos adicionales:

Crear un acceso directo en el escritorio

When all the steps of the installation program are completed, the following window will appear informing
us that the installation has been completed successfully.
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Completando la instalacién de
AENA Presentacion de Ofertas

El programa completd la instalacién de AENA Presentacidn de
Ofertas en su sistema. Puede ejecutar la aplicacién utilizando
los accesos directos creados.

Haga clic en Finalizar para salir del programa de instalacion.

Ejecutar AENA Presentacidn de Ofertas

Finalizar

7.2Installing desktop application for Mac OS

Below, we explain the steps to follow to install the desktop application for MAC OS.

1. We will access theinitial screen of Electronic Tendering .
2. From this screen, clicking the “Install” button will display links to download the desktop

application.
3. We will select the desktop application that corresponds to our MAC operating system.

4. Once the desktop application has been downloaded, double-click the icon and follow the steps in the
installer.

Contrato de licencia
Este programa te guiard a través de los pasos necesarios para
instalar este software. ) Espafiol e
Introduccién

@ Introduccién

® Licencia
Copyright 2023 Alia Consuttores.

Continuar
imnrimic Guarrar Datrnradar  Fantinuar

Aena's electronic tendering systemelLicita.Technical Requirements Guide. 15/23
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When you click "Continue," a message will appear asking you to accept the terms of the application
license agreement. Click "I accept” to continue the installation.

Para continuar con la instalacion, debes aceptar las condiciones del
contrato de licencia de software.

Haz clic en *Acepto” para continuar o en “No acepto” para cancelar la
instalacion y salir del instalador,

Installing the applicationClick "I Accept." To begin the installation, you'll be asked to enter the
username and password you've set on your Mac to install applications. Once you've entered the
password, click the "Install Software" button.

Instalacién estandar en *Macintosh HO* i
* Introduceién La instalacién ocupard 227,2 MB de espacio en el ordenador.
* Licencia Haz clic en Instalar para realizar una instalacion estindar de
© Destino esto software en el disco “Macintosh HD*
* Tipo de instalacién
& instalacion
* Rasurmmn
Cambiar ubicacién de la
Personalizar Instalar

Aena's electronic tendering systemel/cita.Technical Requirements Guide. 16/23
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During installation, the application will prompt you to enter the password to access the Keychain
certificates. You will be prompted for this password several times before completing the

process.
Intro¢
Licen
Desti | |dentificando directorio de aplicacion...
Tipo Directorio de aplicacion: /Users/altiamercurio/Library/Application Supy
Canamnda ramificadna nar I ramunicariAn ran al nsvensdar wah
LN Introduzca la contrasefia

Inserte su contrasefia para el acceso a los certificados del Llavero.

J

Cancelar _
™ rT

To complete the installation, you must accept communication between your browser and the bid
submission tool by clicking the "Accept" button when this message appears.

Destl | |dentificando directorio de aplicacion..

Directorio de aplicacion: /Users/altiamercunio/Library/Application Supy
Canarsnda ramilic sda mars ls ramumis arihn cam al msvansdas wah

» Mensaje

Ia herramienta de presentacién, Se necesitardn permisos de administrador para completar |

Se va a instalar el certificado SSL para la comunicacién segura entre su navegador Web y f
es1a operacion. |

ademme)
b i A Al o

Finally, if the application is installed correctly, the following configuration message will appear.

Aena's electronic tendering systemelLicita.Technical Requirements Guide. 17/23
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La instalacion se ha completado correctamente.
Introduccién
Licencia
Destino
Tipo de instalacion
Instalacid 2
RO Instalacién completada

® Resumen

El software so ha instalado

Below are some considerations for Mac OS that you'll need to check to ensure the e-Tendering

application works correctly.

On Mac OS, digital certificates are not installed in browsers; they are installed at the system

level and managed through Keychain Access.

It is important to note that any operation performed here will always require

authentication of the system user.

For Mac OS to work correctly with Mercury, all certificates in the Keychain must be configured

to "Always Trust." Specifically:

- Localhost certificates.

- Personal certificates for submitting an offer.

To access a certificate's ownership, simply
click on it and, in the "Trust" section, select
the "Always Trust" option in the "When using
this certificate" field.

Confiar

Al utilizar este certificado

Confiar siempre

-

SSL (Secure Sockets Layer)
Correo seguro (S/MIME)
Autenticacién ampliable (EAP)
Seguridad IP (IPsec)

Firma de cédigo

Impresidn de fecha

Politica bisica X.509

Detalles

Confiar siempre
Confiar siempre
Confiar siempre
Contiar siempre
Confiar sismpre
Confiar siempre

Contiar siempre

Aena's electronic tendering systemelLicita.Technical Requirements Guide.
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8. Autofirma Application

Autofirm@ is a signature application from the Ministry responsible for this matter. This application
allows users to sign documents and authenticate themselves on various websites.

The use of Autofirm@ on the electronic platformelicitais necessary for:

1. Sign and submit the documentation in the offer submission.
2. Register any request on the Platform.
3. Send communications and prior communications.

YeahIf you don't have Autofim@ installed, you can download it. from  he following link
https://firmaelectronica.gob.es/Home/Descargas.html, or by accessing the home page of the
Electronic Tendering SystemeLicitalhttps://elicita.aena.es/SLE_Internet/) and click on the “Install the
Autofirma application” button in the sectionAccess via Internet browser.

18/09/2024 12:36 (CEST)

< aena

Sistema de Licitacion Electronica de Aena ELICITA. Manuales y requisitos técnicos

Bienvenido al Sistema de Licitacion Electronica de Aena
ELICITA.

Acceso mediante aplicacion escritorio

» Instalar la aplicacién para Windows anl i
iy Pars Windows

Para MAC

= Abrir aplicacién escritorio " ———
Abrir aplicacion

Acceso a través del navegador de Internet

» Instalar la aplicacién de Autofirma
= Acceder al Sistema de Licitacién Electrénica Acceder
= Acceder con usuario y contrasefia Acceder

Acceso a consulta publica de licitaciones

= Acceder a la consulta pablica de licitaciones
Acceder

Accesibilidad | Politica de privacidad | Aviso Legal | Mapa Web | Cookies | Contacto

When you access the Download Area, select the version of Autofirma to download based on your
computer's operating system.
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18/09/2024 12:39 (CEST)

Sistema de Licitacion Electronica de Aena ELICITA. : Manuales y requisitos técnicos

Para poder acceder al Sistema de Licitacion Electronica de
Aena via web, es necesario que tenga instalado en su
equipo la aplicacion de firma digital MINHFP Autofirma.

Dependiendo del sistema operativo de su equipo,
seleccione la version de Autofirma para iniciar su
instalacion.

( Autofirma para Windows 32 bit | | Autofirma para Windows 64 bit

Volver a la pagina inicial

Accesibilidad | Politica de privacidad | Aviso Legal | Mapa Web | Cookies | Contacto

The contents of the downloaded file will be the Autofirma installer. Once downloaded, you must
follow the steps in the installer.

The bidder must allow the execution of Autofirm@ so thatany browserinvoke its services for both the
authentication and signing of offers, the sending of communications and access to electronic
notifications.

Windows protegio su PC

Ejecutar de todas formas

Aena's electronic tendering systemelLicita.Technical Requirements Guide.
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9. System configuration tool

This tool checks whether the operating system and browser (as well as their settings regarding pop-
up blocking) are suitable for using the electronic platform. eLicita.

To run the configuration tool, follow these steps:

1. Access the Electronic Tendering PlatformeLicita, through the web. https://elicita.aena.es/
SLE Internet

2. Expand the Help option and selectSystem Configuration Tool.

18/09/2024 12:40 (CEST)

«_ aena

Sistema de Licitacion Electronica de Aena ELICITA. T T R S TR

Guia rapida para la
inscripcion de licitadores
Bienvenido al Sistema de Licitacion EleqauaysiieRnisyspiasrsizt 2]
ELICITA. de ofertas
Guia rapida de acceso a
notificadones electrénicas

. R L. . . Guia de Requisitos Técnicos
Acceso mediante apllcauon escritorio

Herramienta configuradora del
sistema

= Instalar la aplicacidén para Windows

Para MAC

Abrir aplicacion

= Abrir aplicacién escritorio.

Acceso a través del navegador de Internet

= Instalar la aplicacion de Autofirma

= Acceder al Sistema de Licitacion Electrénica

= Acceder con usuario v contrasefia
Acceso a consulta publica de licitaciones

= Acceder ala consulta pablica de licitaciones
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10. Files that make up the offer

The documents comprising a bidder's offer, for submission to eLicita, must have the following
characteristics:

- The names of the files that make up the offer must not contain spaces, special characters
(including ), or accents.

- Documents submitted by the bidder must be located on the user's local computer, not in
shared folders hosted on external servers. The maximum file size allowed and the maximum
number of additional documents allowed by the system will be indicated on the Select
Documentation screen.

- Documents should not be opened during the signing and sending process.

- The files comprising the offer will not be modified until the processing of a file is completed.

Aena's electronic tendering systemelLicita.Technical Requirements Guide. 22/23






